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PLAINTIFF DALLAS SCHROEDER’S RESPONSES TO DEFENDANT’S ELECTION
ORDER 2022-02

Plaintiff Dallas Schroeder, Clerk and Recorder of Elbert County, responds below to
Defendant’s Election Order 2022-02. Plaintiff reserves all rights to object to the Order.

First, Plaintiff disagrees with the characterization in paragraph 2 of the Order that “Elbert
County cancelled the scheduled trusted build in May 2021 and repeatedly refused to
accommodate requested COVID safety precautions-on August 27, 2021.” Plaintiff’s office
informed the secretary that Elbert County employees would not wear masks during the trusted
build. The secretary’s office made the decision when they wanted to conduct the trusted build.

Question (a) When and how was the "image of everything on the election server" created?
Answer: August 26, 2021, Dallas Schroeder copied images of the hard drives in the

election server, two ICC (image cast central) computers, and the adjudication computer,
to an external hard drive.
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Question (a)(1) What software was used to assist in creating the image?

Answer: Logic cube forensic falcon neo device
Question (a)(2) What removable media was used?
Answer: N/A. No removable media were used.
Question (a)(3) Was the election server's hard drive removed from the server's case?

Answer: Yes. Both hard drives were removed from the election server, one hard drive
was removed from each ICC computer, and one hard drive was removed from the adjudication
computer. Each hard drive was copied separately, then returned to its case.

Question (a)(4) Were any data ports on the election server accessed in order to make the image?
Answer: No.

Question (b) Who was present - in person or electronically - when the image was created? Was
everyone who was physically present during the creation of the image listed on the access log for
the location where the server was kept?

Answer: Dallas Schroeder and election manager Rhonda Braun were present in person.
Amanda Moore, an employee of Elbert County clerk and recorder, was present in person
for a short time. Sean Smith and Mark Cook were not physically present, but they were
on the telephone with Dallas Schroeder. Electronic logs were made for the persons who
badged into the room.

Question (¢) Who provided assistance or instructions regarding the creation, maintenance,
storage, or distribution of the image before, during, and after the time the image was created?

Answer: Sean Smith and Mark Cook provided instructions by telephone while Dallas
Schroeder made the images.

Question (d) Did anyone ask you to create the image. If so, who asked you to create, or spoke to
you about creating, the image?

Answer: Dallas Schroeder does not recall anyone asking him to make an image of the
server. Plaintiff had many discussions with constituents about election security. He
believes that he has a statutory duty to preserve election records for 25 months after an
election. This duty includes preserving electronic election records that are stored on the
server. Plaintiff was concerned that the “trusted build,” which was scheduled for August
27,2021, might erase or alter electronic records of the November 2020 election that were
stored on the Elbert County election server. To be sure that he preserved election records
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as the law requires, Plaintiff decided to make images of the voting system hard drives
before the “trusted build.” Plaintiff believed that such images would preserve all election
records on the system. Plaintiff believed that in preserving images of the voting system
hard drives, he was complying with instructions from the secretary of state to backup
election records.

Question (e) How many copies of the image were made, and who else has had access to those
additional copies?

Answer: One image of each hard drive was stored on an external hard drive on August
26, 2021. The external hard drive was kept under lock and key in the election office.

On September 2, 2021, using the Logic cube forensic falcon neo device, Dallas Schroeder
copied the image on the external hard drive to a second external hard drive. Election
manager Rhonda Braun was present. Dallas Schroeder delivered the second external
hard drive to a private attorney (not John Case), who promised to safeguard the evidence.
The purpose of making the second copy was to prevent the loss of 2020 election records,
in case the first external hard drive was damaged by fire or flood, or if the secretary of
state or other third parties seized the first external hard drive, as happened to election
equipment in Mesa County.

Question (f) In light of your statement that the external hard drive with your copy of the server is
now under lock and key at the Elbert County elections office, has that been the case continuously
since your copy was made? If not, where else has the external hard drive with your copy of the
server been stored? Who else has had access to your copy of the server?

Answer: The external hard drive was kept under lock and key in the election office from
August 26, 2021, until January 22, 2022, when Plaintiff transferred possession of the
external hard drive to attorney John Case. To preserve chain of custody, the drive was
stored in a sealed pouch, and the sealed pouch was placed in a sealed metal box. Mr.
Case will seek an order from the court to preserve the external hard drive as evidence in
this case, and to make the external hard drive available for examination and copying by
Defendant and Plaintiff’s cyber-security experts.

Question (g) Have you shown the image to anyone or has anyone accessed your copy of the
image, and if so, when, who, how, with what technology, and for what purpose? If not, how do
you know that no one has accessed your copy?

Answer: Plaintiff has not shown the image to anyone. The external hard drive was kept
secure in the vault in the election room. Only badged employees of the county clerk and
recorder have access to the election room.

Question (h) What specific security measures are in place to keep Elbert County's election
server secure from further inappropriate access?
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Answer: Plaintiff believes that his access to the server on August 26, 2021, was
authorized by law and appropriate under the circumstances to preserve election records of
the November 2020 election. To prevent unauthorized access to the election server, there
are electronic logs of access to the election room. The election server is kept in a locked
cage. The ICC computers are kept in the vault. All data ports have plugs.

Question (i) Are there any video recordings of the physical process of your making an image of
the election server, and if so, where is that video recording now? Please provide a copy of this
video.

Answer: The video cameras were on August 26, 2021, when Plaintiff made backup
copies of the hard drives. Plaintiff believes that Elbert County IT has the video. Plaintiff
does not have a copy of the video, but has requested a copy from Elbert County IT.

Question (j) Outside of the image described in the affidavit, including before and after August
27, 2021., when the trusted build process was completed, have you or anyone else attempted to
or succeeded in imaging Elbert County's election server again? If so, please answer the preceding
questions again with respect to each subsequent image of the election server that was created
after the completion of the trusted build?

Answer: No.

Question (k) Do you or any of your employees have any knowledge of any unauthorized person
having voting system server passwords?

Answer: No.

Question (I) List any person who has had access to voting equipment who does not appear in the
voter system server logs.

Answer: No one to Plaintiff’s knowledge.

Question (m) List any person who has had access to voting equipment who is not authorized to
have that access.

Answer: No one to Plaintiff’s knowledge.
2. Further Requirements
You are hereby ordered to immediately turn on all video surveillance of voting equipment and

ensure its continued operation 24 hours a day,7 days per week until further notice.

You are hereby ordered to immediately require any person entering any room in which voting
equipment is stored, including yourself, to be accompanied at all times by a person authorized to
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have access to the voting system.

You may be further directed or ordered to preserve and produce other materials that are or may
be relevant to this investigation.

Failure to comply with any part of this order may result in further action from my office.
Answer: Plaintiff will comply with the requirements listed in #2 above.

Respectfully submitted January 24, 2022.

JOHN CASE, P.C.
Counsel for Plaintiffs

s/John Case

John Case, #2431



CERTIFICATE OF SERVICE

I hereby certify that on January 24, 2022, a true copy of the foregoing was filed with the Court and
served on opposing counsel electronically via ICCES to:

Denver District Court
1437 Bannock St.
Denver CO 80202

Emily Buckley, Assistant Attorney General, emily.buckley@coag.gov
Peter G. Baumann, Assistant Attorney General, peter.baumann@coag.gov
Ralph L. Carr Colorado Judicial Center

1300 Broadway, 6th Floor

Denver CO 80203

s/John Case

John Case



